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ABSTRACT

Encryption is important to keep the confidentiality of data. There are many of encryption algorithms to ensure the
data, but should be the select the algorithm depended on the fast, strong and implementation. For that choose the
advance encryption standard (AES) algorithm for encryption data because speed and easy implementation on small
devices and some the feature for it. In this paper, implementation of encryption and decryption of AES algorithm is
presented with a High Secured Low Power Multiplexer Look-Up-Table (MLUT) based Substitution-Box (S-Box) .
The main feature in the proposed MLUT based S-Box is that, it is implemented based on 256-byte to 1-byte
multiplexer with a 256-byte memory instead of the conventional implementation of employing multiplication
inversion in GF(2%) and affine transformation. Thus, the proposed S-Box is simpler in circuit implementation and
lower in power dissipation.

Keywords: AES, Multiplexer LUT, S-Box, FPGA

I. INTRODUCTION

Advanced Encryption Standard (AES) algorithms have been employed in a variety of security systems . It has been
proven to be more effective to protect the secret information when compared to other reported encryption algorithms
including the Data Encryption Standard (DES), Triple-DES (3DES) and Elliptic Curve Cryptography (ECC) [12].
The AES encryption process as depicted in Figure. 1 requires multiple rounds of iterations, each round consists of 4
arithmetic and logical operations namely Substitution Byte, Shift Row, Mix Column and Add Round Key except for
the last round which does not have the Mix Column operation. Despite its highly secured features, AES is
vulnerable against Side Channel Attack (SCA) which can reveal the secret information (secret key and plaintext) by
correlating its intermediate data with the leakage physical parameters. The leakage physical parameters can be the
power dissipation, electromagnetic radiation and timing information generated during the encryption process. There
are three types of power analysis based SCAs, namely Simple Power Analysis (SPA), Differential Power Analysis
(DPA), and Correlation Power Analysis (CPA). Among these 3 types of attacks, the CPA is the most effective attack
to reveal the secret information [11],[12]. The CPA attack is the byte-based attack employing the statistical
properties of power traces and the intermediate data to reveal the secrete key[1].

Substitution-Box (S-Box) is one of the main modules in the AES implementation. This module is a non-linear
operation which makes AES highly secured in protecting the secret information. In another perspective, S-Box
dissipates the most power and easily leak out the information of the processed intermediate data through CPA
attack.

The rest of the paper is described in four sections: Section Il gives brief description of AES algorithm, Sections 111
describe the approach for implementing multiplexer LUT based S-box, Section VI summarizes the results of
experiments and Finally, a conclusion is given in section V.
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Fig.1 AES encryption process

The AES algorithm has a fixed block size of 128 bits and a key length of 128, 192 or 256 bits. It generates its key
from an input key using the Key Expansion function. The AES operates on a 4x4 array of bytes which is called a
state. The state undergoes 4 transformations which are namely the Add Round Key, SubByte, Shift Row and Mix
Column transformation. SubByte transformation is a highly non-linear byte substitution where each byte in the state
array is replaced with another from a lookup table called an S-Box. Shift Row transformation is done by cyclically
shifting the rows in the array with different offsets. Finally, Mix Column transformation is a column mixing
operation, where the bytes in the new column are a function of the 4 bytes of a column in the state array. Of all the
transformation above, the SubByte transformation is the most computationally heavy .

The Encryption process of Advanced Encryption Standard algorithm is presented above, in Figure 1.This block
diagram is generic for AES specifications. It consists of a number of different transformations applied
consecutively over the data block bits, in a fixed number of iterations, called rounds. The number of rounds
depends on the length of the key used for the encryption process.

A. Sub Byte Transformation
In this stage, each byte replace with another byte by using s-box. The s-box operation provides the non-linearity to
encryption data. The figure.2 which illustrate substitution byte process .
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Fig.2.SubByte Transformation
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B. Shift Rows

In this stage, shift the row of data matrix to cyclically left shifts. The first row in data matrix is unchanged, the

second row shift one byte to left, the third row shift two bytes to left and the fourth row shift three bytes to left as

shown in figure.3.
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Fig.3.ShiftRows Operation

C. Mix Columns

In this stage, transfers map of each column of input data matrix to a new column in output data matrix. Everyone
input column considered as a polynomial vector above GF(2%) and that multiplied with constant matrix. The
multiplied operator used polynomial mathematical see the figure.4.
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Fig. 4. MixColumn

D. Add- Round Key

Add Round Key step is applied one extra time comparing to the other encryption and decryption steps. This step is
common among encryption and decryption. The first Add Round Key step is applied before starting the encryption
and decryption iterations, where in the encryption process the first 128 bits of the input key the whole key in case of
using key size of 128 bits are added to the original data block as shown in Fig 5. This round key is called the initial
round key [4]. It is implemented in hardware as a simple exclusive-or operation of the 128 bit data and key as shown
in fig.5.
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Fig.5. Add Round Key Operation
1. IMPLEMENTATION OF MULTIPLEXER LUT BASED S-BOX.

The input to the S-Box is an 8-hit data, X, which has 256 combinations of input values (28 =256). The output from
the S-Box, S(x), for each possible input, x, can be pre-computed and stored in a Look-Up-Table (LUT). The
corresponding output can then be retrieved directly from the LUT when a particular input arrives. In this context, a
multiplexer can be used to select a corresponding output data from the LUT as depicted in Figure. 6(a). Hence, the
S(x) can be generated faster (with only one multiplexer operation) and this operation dissipates lower power when
compared to the conventional S-Box operation[1].
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Fig.6. Multiplexer based S-Box (a) Proposed MLUT S-Box
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As depicted in Figure. 6(a), the proposed MLUT S-Box which consists of a 256-byte-to-1-byte multiplexer and a
256-byte LUT. The 256 stored values, S(x), in the LUT are based on the pre-computed values of S-Box operations
for all possible 256 bytes of x. The longest and shortest path of the data of MLUT S-Box is depicted in Figure. 6(b).
Although there is an interconnection delay difference in these paths, their power dissipation difference is small [1].

The dissipated power in MLUT S-Box is relatively low (when compared to the conventional S-Box) and highly
uniform for different x, since only the selection of the corresponding S(x), from the LUT is performed. As depicted
in Figure. 6(b), the data, S(x), selected from LUT passes through the AND gate and OR gate to the output, thus the
power dissipation is low. However, the small differences of delay resulted from different paths of the data in
multiplexer operation generates a marginal small power dissipation variation for different x. Hence, the power
dissipation of our proposed MLUT S-Box has a smaller correlation with the processed data when compared to the
conventional S-Box and thus it is highly secured against SCA[11].

IV. RESULT AND DISCUSSIONS

This section present the test environment and the experimental results of design modules. The design is done using
Verilog code and simulated using ModelSim, Synthesizing & Implementing (i.e. Translate, Map & Place and
Route) the code on Xilinx - Project Navigator, ISE 7i and finally implemented on Sparton-6 FPGA Kkit.

Simulation Result Of Multiplexer-Lut Based S-Box
Simulation result of multiplexer-LUT based S-Box is shown in the below fig.7.
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Fig.7. Simulation of Multiplexer-LUT based S-Box

Simulation Of Encryption
In AES Encryption 128 bit plain text and 128 bit encryption key are given as an inputs, and getting 128 bit cipher
text as output (Table I.). The simulation waveform is shown in fig.8.
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Fig.8. Simulation of Encryption

Table. 1. AES Encryption Plain text, Key and Cipher text

Plain Text | 54 77 6F 20 4F 6E 65 20 4E 69 6E 65 20 54
77 6F

Secret 54 68 61 74 73 20 6D 79 20 4B 75 6E 67 20

Key 46 75

Cipher 29 C3 50 5F 57 14 20 F6 40 22 99 B3 1A 02

Text D73A

Simulation Of Decryption
In AES Decryption 128 bit cipher text and 128 bitd secret key are given as inputs, and getting 128 bit plain text as
an output. The simulation waveform is shown in fig.9.
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Fig.9. Simulation of Decryption

Table.ll. AES Decryption Cipher text, Key and Plain text

Cipher 29 C3505F 57 14 20 F6 40 22 99 B3 1A
Text 02 D73A
Secret 54 68 61 74 73 20 6D 79 20 4B 75 6E 67
Key 2046 75
Plain 54 77 6F 20 4F 6E 65 20 4E 69 6E 65 20
Text 54 77 6F

Power Analysis

While conducting power analysis using Xilink project navigator, 1SI 7i, the multiplexer LUT based S-Box features
smaller variance of power dissipation for different input data and is more resistant against side channel attacks. As
shown in the fig.10., the power dissipation of multiplexer LUT based S-Box is only 0.02W ,which is very much
lower than other methods.
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Fig.10. Power Distribution Analysis
V. CONCLUSION

The Advanced Encryption Standard algorithm is a symmetric block cipher that can process data blocks of 128 bits
through the use of cipher keys with lengths of 128 bits. AES algorithm can resist any kinds of password attacks
with a strong practicability in information security and reliability. AES provides better security and has less
implementation complexity, it has emerged as one of the strongest and most efficient algorithms in existence today.
Here we used a multiplexer LUT based S-Box for AES-128 implementation to reduce the power dissipation and to
increase the resistance against side channel attacks. The MLUT S-Box design requires only one 256-byte-to-1-byte
multiplexer and one 256-byte of LUT memory based on AES-128 implementation. The measurement results
obtained from the experiment have shown that the power dissipation of the AES-128 based MLUT S-Box is
significantly reduced. In addition, the power dissipation for different processed data is highly uniform which
resulted in lower variance. So the proposed MLUT S-Box is more secured than the conventional methods.
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